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Over the past three years there has been a dramatic increase in K-12 cybersecurity 
incidents and all indications are that cyber security breaches, disclose of student 

personal information and theft of confidential K-12 administrative information will be 
on the rise for 2020.

The Texas school system has decided to do something about it. Back in 2019, lawmakers began work on Texas Senate Bill 820, and it 
was officially signed into law in June. SB. 820 became effective in September 2019. In short, TX SB 820 requires school districts to:

• Adopt a cybersecurity framework (policy)

• Create a program to identify risk

• Develop a plan to mitigate critical areas of risk

• Designate a Cybersecurity Coordinator to report all incidents (cyber breach / student PII)

Before SB 820, there has not been a  way for Texas policymakers or education administrators to assess the frequency and scope of 
data security risks facing schools, or to ensure that families of students affected by a security incident were informed of impactful 
cyber-related incidents in a timely manner.

This Texas legislation is significant and its implementation will have strategic importance for policymakers and advocates as they 
continue to progress the state’s ability to improve overall cybersecurity measures.
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TX SB 820 means that school districts are now responsible for handling their own cybersecurity measures, including the 
identification and reporting of breaches.

The most common form of K-12 cyber-attacks are data breaches. Due to the prevalence of these attacks and the sensitivity of 
the data at risk, it is imperative school districts in Texas meet or exceed compliance with TX SB 820 and implement the robust 
associated security practices that protect the information of students and the district network infrastructure.

SB 820 Goals & Functionality

1. Implementing an organization-wide cybersecurity policy to provide:

• Secure district cyberinfrastructure against cyber-attacks, student PII and other related cybersecurity incidents

• Determine cybersecurity risk and implement mitigation planning

• Provide resilience against cyberattacks, monitoring of cybernetwork & student PII

2. Policy to provide resilience against cyberattacks, mentoring of cybernetwork & student PII

3. Oversight and processes for reporting and metrics

4. The cybersecurity coordinator is required to:

• Report any breach of the district’s information systems to the agency. 

• Provide notice to a parent or guardian of a breach that involves a student’s PII.
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About Red River 
Red River brings together the ideal combination of talent, partners and products to disrupt the status quo in technology 
and drive success for business and government in ways previously unattainable. Red River serves organizations 
well beyond traditional technology integration, bringing 25 years of experience and mission-critical 
expertise in security, networking, analytics, collaboration, mobility and cloud solutions.

For more information please call 800.769.3060 or visit redriver.com

Follow us on Twitter: @ThinkRed

Red River has proven experience in the K-12 education system, college and university system with the creation and implementation of extensive 
security policies and control programs, including:

• Cybersecurity and compliance frameworks (NIST, HIPAA, PCI, FERPA, CCPA)

• Network, application, information and operational readiness security assessments

• Risk management and remediation programs

• Formal security awareness and the protection of personal privacy as well as critical information assets.

In addition to security expertise Red River know price to value is critical in the K-12 environment. To ensure our nations school districts are 
getting the most from their security budget, Red River has created the Secure-ED security solution set. Secure-ED is a combination of no-cost 
security K-12 resources, value-priced services, a suite of best practices to ease implementation and suite of bundled security packages designed 
to maximize every dollar spent.

Red River’s security practice engineers are highly certified and equipped with the expertise and solutions needed to help school districts in 
Texas establish cybersecurity policies that satisfy the requirements of TX SB 820, while protecting the sensitive data of students, the district 
cybernetwork, faculty and staff.

Secure-EdU is a long-term program that is a combined offering of currently available items, additional components added over 2020 and long-
term program items.

How can Red River help?


